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Abstract—We propose a new RNS base extension algorithm
with FPGA implementations for various parameters. Our algo-
rithm uses the CRT and an operand scaling method. It works in
both approximate and exact modes with unconstrained moduli.
It supports much larger integers than comparable architectures
from the state of the art. We implemented our algorithm as well
as a common solution for various operand sizes and numbers
of hardware units. It leads to a similar speed with a small area
reduction for LUT and FF resources.

Index Terms—residue number system; base extension; modular
multiplication; hardware accelerator; asymmetric cryptography

[. INTRODUCTION

Large integer arithmetic is often required in applications
such as asymmetric cryptography. The residue number sys-
tem (RNS) represents large integers using small independent
residues [1], [2]. Addition and multiplication are fully parallel
over the residues. However, modular reduction, a prevalent
operation in the domain, is not fully parallel in RNS. It is com-
monly implemented by means of an intermediate operation
called base extension (BE). For instance, in most cryptographic
implementations, BEs dominate the computation time [3], [4].

Here, we introduce a new BE algorithm based on the
Chinese remainder theorem (CRT) and operand scaling by
the product of all moduli except one. Our algorithm, named
operand scaling base extension (OSBE), exhibits a unique
combination of properties. It can be used for all BEs, in
approximate and exact modes, during a modular reduction.
It is as fast as the best state-of-the-art BE algorithms. It uses
unconstrained moduli and supports much larger operands than
does the solution [5] often used in FPGA implementations. For
instance with 17-bit moduli, a common width for DSP slices
in the literature, with a generic reduction, OSBE supports up
to 94 544 bits operands instead of 1 883 bits ones for the state-
of-the-art solution [5]. Finally, it does not require the Cox unit
from [5] and leads to a simple parallel architecture.

We report below complete FPGA implementation results
for two architectures: one for our OSBE algorithm and one
for the solution [5]. Both architectures were implemented on
the same FPGA with the same tool, using similar design
and optimization efforts. We have results for architecture
variants with 4, 8, and 16 functional units (FUs), as well
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as multiple operand sizes between 500 and 4096 bits. Our
OSBE algorithm leads to a similar speed and a similar area
for DSP slices and BRAMs compared to our implementation
of the state-of-the-art solution. The differences in computation
time remain consistently below 2% for all architecture variants
and operand sizes. However, it uses up to 22% less LUTs and
15% less flip-flops.

Section II recalls important state-of-the-art elements. Our
OSBE algorithm is detailed and analyzed in Section IIL
Our hardware architectures, along with their FPGA imple-
mentations, and comparisons are presented and analyzed in
Section IV. Finally, Section V concludes the paper.

II. STATE OF THE ART

We denote explicit reductions by small words using the
notation |z|,, =  mod m. The notation = mod m is used for
implicit reductions in operations and definitions. All multipli-
cations performed in the architecture are denoted by - (cdot).

A. Residue Number System

In this section, we recall RNS basics for large integer
arithmetic. See [2], [6] for more complete introductions. Let
A = (ay,...,a;) be a set of pairwise coprime w-bit integers.
A is the RNS base and the a;s are the moduli. We define
A =TT%_, a;. The RNS representation of X € [0..A — 1] in
base A is the set of its residues: (X), = (z1,...,x) wWhere
z; = X mod a;. The CRT allows the recovery of X from its
residues. RNS offers fully parallel operations in Z/AZ:

« (X+Y), = (\xl T yilars-- s |Tk :I:yk\ak)

hd <X . Y> = (|11 . yl‘ala---;|mk . yk|ak)

Because RNS is a non-positional representation, operations
like comparisons and modular reductions by large integers
are hard to compute. They are often implemented using an
intermediate operation called base extension (BE).

B. RNS Base Extension

The goal of a BE is to convert (X), to (X); with the
RNS base B coprime to base .A. In the target applications,
A and B both have & moduli of w bits. To the best of our
knowledge, the first proposed BE method is a two-step process
(the first step is presented in [1], and the full method in [2]).
First (X) 4 is converted to a specific positional representation



called mixed-radix system (MRS), then the result is converted
from MRS to B. This method is generic and does not require
any constraints for X, A and B. However, in cryptographic
applications, CRT-based BEs are preferred, as the conversion
from RNS to MRS is costly. It is an iterative process involving
long chains of dependencies and costs about 50% more
operations than CRT-based methods (e.g. [7]).
The CRT formula states that for X € [0..A — 1] one has:

k
X = <Z|:ciAil|ai Ai> modA = S—qA4 (1)
=1

with A; = A/a;, S the sum of products inside parentheses
and ¢ = L%J Computing S in base B is easy if the |A4; '],
and the |A;|,, are precomputed, but computing ¢ is more
complex.

[8] shows that S can sometimes be used directly instead
of X, for instance about half of the time in RSA thanks to a
few additional bits in the RNS bases. Computing S instead of
X in B is often called fast base extension (FBE). The literature
often estimates the computational cost of RNS operations
using elementary modular multiplications (EMM), i.e. modular
multiplications such as |z; - y;|4,. FBE requires storing k2 +k
precomputed w-bit constants and computing k2 + k EMMs.

SK algorithm [9] computes ¢ using an additional modulus
a, > k, and coprime to A. Then, denoting x,, = X mod a,
and s, = S mod a,., one has ¢ = |(s, — z,) - Ail‘a and can
apply eq. (1) to exactly compute (X ),. SK requires k2 +3k+1
EMMs and the same amount of precomputed w-bit constants.

KBE algorithm [5], presented in Fig. 1, mainly targets
hardware cryptographic implementations and is often used in
FPGA implementations [10], [11], [12], [13]. Unlike SK and
FBE algorithms, KBE can be used for all BEs required
in implementations of RSA and elliptic curve cryptography
(ECC), see Section II-C.

The KBE algorithm relies on the following property:

MJ . z’c:trunc({xiAil al)

k
4= \‘; a; 2w

where trunc() approximates its argument by its ¢ most
significant bits, and a; is approximated by 2v.

In Figure 1, Zle €; 1s equal to the rightmost term of eq. (2)
which approximates g. It is used at line 11 to compute eq. (1).
The constants |A;] by |—A| p, and ]A;l ]ai are precomputed
Vi, j € [1..k]. This algorithm operates in two modes. The first
mode computes an approximate result for all X € [0..A—1]. In
this mode, &« = 0 and KBE returns Z = X or Z = X+ A. The
second mode computes an exact result when X € [0..(1—a«)A]
with o €]0..1]. State-of-the-art implementations (e.g. [10])
often use o« = 0.5, then for X € [0..A/2], KBE returns
Z = X.[14] presents an in-depth analysis on the conditions on
A, « and ¢ to be able to support both modes. For instance, the
a;s are approximated by 2" in KBE, thus they must be close
to 2% ([14]). KBE costs k?+4k EMMs and k2 42k precomputed
w-bit constants.

@

i—1

Input: (X),, a=0o0r0.5
Output: (Z); = (X); or (X + A)g
1 fori=1to k do
2 |y ¢ |a - OSTL,
3 for j=1tok do

// CSTL = |A7H

4 ‘ Zj 0
5Cc+ «
6 for i =1 to k do
7 ¢+ ¢+ trunc(y;) /2%
8 g + ||
9 cC<—Cc—¢&;
10 for j =1to k do
11 Zj |Zj +y; - CSTQiﬁj +é&;- CST3j|bj
// CST2i’j — ‘Ai|bj and CSTSJ- = |7A|bj

12 return (Z),
Fig. 1. KBE algorithm from [5].

C. RNS Montgomery Multiplication

Cryptographic applications like RSA and ECC require mul-
tiplications reduced modulo a large integer, denoted [V, of the
same size as A. Figure 2 presents the popular RNS variant of
the Montgomery multiplication (MM), first proposed in [15]
and optimized in [16], [5]. For N coprime with A, 4N < A
and X,Y < 2N, one has:

XY + (—=XYN~!mod A)N
A

The product XY requires two bases .4 and B to be repre-
sented. Computing (—XY N~!) mod A is easy in base .4, but
the exact division by A is only possible in 5. Thus RNSMM
in Figure 2 requires the two BEs at lines 4 and 6 to compute
one complete MM.

The BEs at lines 4 and 6 have different requirements.
BEcx must be exact to ensure a correct result. SK or KBE in
exact mode can be used but not FBE. BE,, can be ap-
proximated with FBE or KBE, since it does not change the
modulo class of the final result. Using FBE for BE,, requires
choosing a larger A, adding 2 log, (k) bits [3]. This is not the
case when using KBE. SK cannot be used for BE,, because
the “automatic” reduction by A does not occur in the addi-
tional modulus a,. Our contribution, presented in Section III,

=XYA 'mod N < 2N

Input: (X),,(X)sz,(Y)4,(Y)s
Output: (Z),,(Z); where Z= XY A~ mod N

Fig. 2. RNS Montgomery Multiplication RNSMM



can compute both BE,, and BE.« as KBE does. The cost
of an RNS Montgomery multiplication (RNSMM) is clearly
dominated by the two BEs since lines 1, 2, 3, and 5 each
require k EMMs.

D. Operand Scaling

Operand scaling is used to speed up digit-recurrence al-
gorithms for division and square-root. There are publications
since the 60s such as for example on floating-point units. For
instance, [17] presents a detailed study, along with the main
references. In the division of a dividend = by a divisor d, a
scaling factor f is computed such that the product f-d, called
scaled divisor, is close to 1. The recurrence must start with f-x
instead of x to accommodate the divisor scaling. The reduced
range for the scaled divisor, close to 1, simplifies the selection
of quotient digit in the recurrence. In [17], this is achieved
by rounding an estimate of the shifted residual. Computing
f consists in an approximation of the reciprocal of d to fit a
small recurrence period ([17] uses a linear interpolation). Then
f-dand f-x are performed using small multipliers (w.r.t. the
total operand width). In [17], at least 20% faster division units
are obtained for double-precision mantissas. Also, in case of
multiple divisions by the same divisor, the computation of the
scaling factor can be shared.

In RNS literature, the scaling operation refers to a division
by a constant integer [2]. It has been studied in RNS imple-
mentations for signal processing applications [18], [19], [20].
It is typically used to avoid RNS overflow in long multiplica-
tion/accumulation sequences. An RNS overflow occurs when
the result of an operation exceeds A. In this case, the result is
automatically reduced modulo A. In many papers, the constant
divisor is the product of a subset of the moduli [2], [19], [20],
[21]. In these applications, moduli are small (e.g. 3 to 15 bits).

RNS cryptographic applications have distinct requirements.
First, they deal with larger numbers, with hundreds or thou-
sands of bits, represented across many residues. Second, the
residues have a larger width. Frequently, w is chosen to
leverage hardware multipliers, for instance w =~ 32 [22] or
64 [23] in software, and 17 bits in AMD-Xilinx FPGAs [11].
Third, the size of intermediate values remains constant since
integers are used to represent elements of finite fields or rings.

RNS scaling is often used as an internal operation in BEs
for cryptographic applications. For X the BE Oferand, MRS

X
I, “’ZJ a;
with ¢ € [1..k—1]. As presented in Section II-B, the KBE and
SK algorithms compute the scaling of the intermediate value
S with ¢ = L%J RNSMM can be seen as a modular scaling
of the product, and its result is Z = XY - A1 mod N.

Section III details our OSBE algorithm, which relies on the
Hf:_il a; J ’

III. PROPOSED OPERAND SCALING BE

This section details our OSBE algorithm. The idea
in OSBE is to scale the operand (X), by the factor
Ay, = [15-) ai, to recover (X),. Like the KBE algorithm,
OSBE supports both exact and approximate modes.

BE from [2] computes k£ —1 successive scalings {

specific scaling of its operand X: {

Input: (X),, vo, (Zo)g

Output: (Z); = (X); or (X + A),
1 (Z)g  (Zo)g
2fori=1to k—1do
3 ‘ Yi < I.CCZ . CSTli‘ai
4 Vv — |U0 + xp 'CST1k|ak
sfori=1tok—1do
6 v — ok + i - CST2¢|ak
7 for j =1 to k do
8 ‘ Zj |Zj + Y5 CSTBivj‘bj // CST3i7j = |Ai,k|bj
9 for j =1to k do
0|z < |z + vk - CST4;],
11 return (Z),

/] CST1; = |A; 1 a,
/] €sT1y, = |A  a,

/] CST2; = | = a; ],

/] CST4; = |Akly,

Fig. 3. Proposed OSBE algorithm. The user specifies the active mode, exact
or approximate, by supplying the corresponding constants for the vo and
(Zo) arguments.

A. Principle
The operand X is extended from base A to base 5. For
X € [0..A], ¢x denotes the quotient and Rx the remainder
of the euclidean division of X by Aj. As one can see, qx €
[0..ar, — 1] is a w-bit value and Rx € [0..Ax —1] a (k— 1)w-
bit one. OSBE approximates (Rx); by (R'y); thanks to the
CRT formula without the final modular reduction:
k—1
Ry =Y
i=1
with A; p = Ay/a;. With the w-bit constants |A; x[p, and
|A;,i|al, computing (R’ ), is easy in base B. Then, the idea
is to find the small integer v = ¢x — s to finally compute

(X = (Rx)s + v (Ak)s Q)

Computing v is hard in RNS, but computing v = |v|g, is
easier. We use vy, instead of v thanks to 2 properties presented
in sec. III-B, with proofs given in III-C.

B. OSBE Algorithm

Our OSBE is presented in Figure 3. It has two different
operating modes:

Exact mode: By setting (Zy)s = (—(k — 2)Ay)z and vy =
k — 2 then for all (X), such that X € [0..A — (k — 2)Ax],
OSBE returns exactly (Z); = (X)g.

Approximate mode: By setting (Zo)z = (0)z and vo = 0
then for all (X), OSBE returns (Z); = (X)z or (X 4 A)g.

The main difference between these two modes is how v is
computed. In approximate mode, the computation of vy leads
to 2 possibilities impacting the final result: vy, = v or v, =
v—+ayg. In exact mode, vy = |gx —s+k—2|,, = v+k—2, and
the additional offset (k—2) is removed from (Z),. Adding and
subtracting k£ — 2 is done by choosing the initial values vy and
(Zo)- Line 1 in Figure 3 sets (Z), depending on the chosen
mode. Loops at lines 2-3 and 7-8 compute eq. (3) and store
the intermediate result Z (after line 8, one has (Z); = (R ),).

wA| A= RxtsAc 0



Lines 4 and 6 compute vy. Lines 9-10 compute eq. (4) to
obtain the final result.

C. Proof

The core of the proof is the computation of v instead of v.
Let us first establish:

v=gx —s€[—(k—2).ap — 1] (35)
By definition gx € [0..ar — 1]. Using the equality Ay =
a; X A; i, with eq. (3), we obtain Ry < (k—1)A; and s €
[0..k — 2] because s = {%‘ . This finally gives gx — s €
[—(k—2)..ar — 1]
Now, let us focus on the computation of v;. We recall that
z = | X|q,. Lines 4 and 6 of algorithm OSBE compute:

k-1
v = |Vg + |A;1|ak c T+ Z (yt : | - a;1|ak)
=1 ay
k-1
=lw+A X+ ( zi ~AZ,§) : (—Ai,kAZ-l)>
i=1 “ ak
k-1
oo agx - Y (foe At -au)
i=1 o

aj

Using eq. (3) one has :
v = |110 —I-AIZ1 (X - R'X)|%
= |v0 + A;l . (QXAIc + Rx — Rx — SAk)|

= |vo +qx —sl,, = |vo+vl,,

ag

Let us conclude the proof for each mode:

Approximate mode: With vy = 0 then we simply have v, =
v or v+ ay (if v < 0). If vy = v, the output computed at line
10 is exactly (X )z (applying eq. 4). If v, = v + ay, line 10
computes Ry + (v + ap)Ar = Ry +vAr+ A =X+ A
(applying eq. 4 again). [J

Exact Mode: For X < A—(k—2) Ay then 5~ < a,—(k—2).
We can deduce gx < ar — (k—2) and v € [k—(k* —2).ar —
(k — 2)[, refining the interval from eq. (5). With vy = k — 2,
vo + v € [0..a;[ and vy, = vy + v without reduction by ay. In
exact mode, line 10 computes Ry +(v+k—2)Ap—(k—2) A, =
R/X +vA,=X.0

D. Cost and Properties Analysis

OSBE has a computational and storage cost very close to
KBE. Our algorithm in Figure 3 requires k% + 2k — 1 EMMs:

e lines 3 and 4: (k — 1) + 1 =k EMMs

o line 6: kK — 1 EMMs

o line 8: (k—1) x k = k? — k EMMs

e line 10: £ EMMs

One constant is required for each EMM, hence OSBE requires
k? + 2k — 1 precomputed w-bit constants. In the exact mode,

k + 1 additional constants are required for vy and (Zy),, and
the total becomes k2 + 3k constants.

OSBE offers some flexibility with its capacity to support
both modes for BE,, and BE., in RNSMM (Fig. 2). Among
the fast state-of-the-art BE algorithms, only KBE has the same
capacity.

OSBE only requires pairwise coprime moduli. The moduli
with KBE must be close to 2. Section III-E will show that
OSBE supports much larger operands than KBE. SK algo-
rithm adds another type of constraint, it requires an additional
modulus and leads to larger representations using k + 1
residues.

OSBE only requires natural w-bit hardware resources for
operations (- and +), registers and memories. In contrast,
KBE requires a specific unit in the architecture, called Cox
[5], [4], as depicted in Figure 5.

OSBE offers a sharper approximation in approximate mode
than KBE and FBE. The results given by OSBE in approxi-
mate mode are in the interval [0.. 51 + % A[ while results
given by KBE and FBE are in the intervals [0..A + A/2]
and [0..kA[ respectively. Thanks to this, OSBE can perform
modular reduction after a larger number of summed products
Zle XY mod P, compared to KBE and FBE.

MRS requires long dependency chains which limits the use
of parallel architecture. Since OSBE is CRT-based, it does not
have this limitation.

All CRT-based BE algorithms (KBE, SK and FBE) have a
quadratic cost for both computation and storage. Compared to
KBE which cost is k% 4k, our OSBE algorithm requires &k — 1
additional EMMs. Since the frequency of our OSBE architecture
is slightly better than the one of our SotA architecture (see
Table III), the computation time ends up being slightly faster
for OSBE than for KBE.

We use Montgomery multiplication as a representative
application where both approximate and exact modes are
required. Table I summarizes the properties discussed above
for various BE algorithms for applications using RNSMM.
OSBE is the only algorithm with no downside in Table 1.

E. Maximum Operand Width

As mentioned in Section III-D, OSBE supports much larger
operands than KBE. We analyze this property in the current
section. As explained in Section IV, our FPGA implementa-
tions use 17-bit moduli. We maximize operand width for 4
different architectures:

« Using pseudo-Mersenne moduli (PM) and KBE

TABLE 1
SUMMARY OF PROPERTIES OF BE ALGORITHMS.

[ Algorithm [[ MRS [ FBE | SK [ KBE [ OSBE |
BE.p v v X v v
BEex v X v v v

constraints X X additional a; and b; X
modulus close to 2%
chains of long short short short short
dependencies




o Using PM and OSBE

o Using generic moduli (GM) and KBE

« Using GM and OSBE

Pseudo-Mersenne Moduli: When using PM, the choice of
the BE algorithm has no impact on the maximum operand
width. The reason is that any set of PM satisfies the constraints
of all BE algorithm. We use methods inspired by [24] and [25]
to maximize operand width for architectures using PM. While
[24] reached a maximum of 506 bits, we are able to reach
507-bit operands. We validate this result in Section III-F.

Generic Moduli with KBE: Using GM increases the num-
ber of potential moduli. This allows the use of larger operands
than PM. Using KBE requires the constraints from [14] to be
satisfied. In [24], the authors were able to reach 1118 bits in
similar architectures. We also reach the conclusion that 1024
bits are reachable but 2 048 are not.

Generic Moduli with OSBE: Using GM with OSBE, the
only constraint on the moduli is that they have to be pairwise
coprime. By using powers of primes for the moduli, we are
able to reach 94 544 bits operands.

F. Validation

To validate our algorithm, we have implemented it in
Python. We have tested it millions of times on both approxi-
mate and exact mode with random operands. We have verified
our results on several bases with operands going from 100
bits to the maximum operand width (see sec. III-E). For ap-
proximate mode, we verified that the number of approximated
results was as predicted. We also tested a few special cases that
could have caused issues. These cases were operands close to
0 or to A, operands that lead to small or big residues after the
first multiplication step in our algorithm (Figure 3, line 3) and
operands X for which the FBE from 4, resulted in an integer
bigger than X. In all of these cases, we got the expected
results.

IV. ARCHITECTURES AND FPGA IMPLEMENTATIONS

We have designed, optimized and implemented two archi-
tectures for RNSMM using our OSBE algorithm:

¢ One for pseudo-Mersenne (PM) moduli;

o One for generic moduli (GM).

We have implemented three variants of each architecture
with 4, 8, and 16 functional units (FUs) to evaluate several
cost and performance trade-offs. £ denotes the number of FUs
implemented. Each FU handles the fraction 1/f of the RNS
channels and computations.

To evaluate how the operand size impacts speed and area,
we have a specific architecture for each operand size: 507,
1024, 2048, and 4096 bits. We plan to study a flexible architec-
ture designed for a maximum operand size, and programmable
at runtime for lower sizes.

For comparison purposes, we have implemented the state-
of-the-art (SotA) solution [5] (also for RNSMM) using the
same implementation methodology, the same efforts, tool and
target FPGA. We have SotA architectures for both PM and
GM types of moduli, in the 4-FU variant. In the 8-FU variant,

l |
FU1 FU2
output «—e
input Code
%7 Unit
FU4 ¢ 1 ¢ FU3

l T

Fig. 4. Global architecture of our accelerator for a 4-FU variant.

only GM can be used for SotA. Regarding operand sizes, the
SotA architectures are much more restricted than our OSBE
ones. As seen in Section III-E, SotA is limited to 507-bit
architectures for PM and 1024-bit ones for GM. One key
feature of our OSBE algorithm is its much wider range of
operand sizes with similar performance and cost to the fastest
FPGA solution of the state of the art.

For architectures with 8 and 16 FUs, small operand sizes
have not been implemented as they would not offer a sufficient
level of parallelism to fill all the pipeline stages. Filling all
pipeline stages requires k£ > 6f for GM architectures and k >
7f for PM architectures.

We compare all the architectures for the execution of one
RNSMM as a key operation in our target cryptosystems.
Finally, the width w for residues, moduli and constants is set
to 17 bits to exploit the DSP slices of our target FPGA.

A. Proposed Architecture

Our accelerator is designed as a single instruction multiple
data (SIMD) architecture depicted in Figure 4 in the case of
the 4-FU variant. Our architecture is intended to serve as a
hardware accelerator for a host processor, which is not repre-
sented in Figure 4. The main characteristics of the architecture
are presented below. To illustrate the main parameters used
during implementation, we report values for the example of
an architecture processing 507-bit operands (K = 31 moduli).

1) Interface: The connections between FU1 and FU4 (or
FUf for a larger variant) are used to provide an interface
between the host and our accelerator. The host starts by
sending operands to the accelerator. Then, the accelerator
performs the computation without any interaction with the
host. When the result is ready, the accelerator sends it to the
host.

2) Code Unit: In our SIMD architecture, an instruction
is generated every clock cycle in the code unit and sent to
all FUs. The instruction width depends on log,(k) for the
addresses of residues, moduli and constants in memories.
Parameter £ also impacts the instruction width. For instance,
when doubling the number of FUs, each FU handles half of
the RNS channels.

In an architecture with 507-bit operands, the instruction is
30 bits wide, and it will be internally decoded in each FU as:



e 6 bits for opcode and control;

« one 4-bit address for the moduli memory;

« three 6-bit addresses for residues memory;

o two 10-bit addresses for the constant memorys;

3) Interconnection Ring: During fully parallel RNS addi-
tion, subtraction, and multiplication, all FUs work indepen-
dently. However, a BE requires numerous communications
between the FUs to share partial results. We use a ring to
interconnect the FUs as depicted in Figure 4. This ensures a
good scalability since fan in and fan out remain constant when
f increases. Since BE algorithms are regular, we are able to
compute a value in one FU and send it to its neighbor the next
cycle simultaneously for all FUs. Computations and commu-
nications are overlapped such that FUs and communication
links are used most of the most of time during a BE.

4) Functional Unit (FU): Figure 5 presents the internal
architecture of one FU. In the case of the SotA solution, the
Cox unit is implemented (see below for details). In the case
of our OSBE algorithm, there is no Cox unit.

The input and output ports are used for the ring inter-
connect from and to the two neighbor FUs. The decoding of
the instruction from the code unit is not shown in the figure,
and it supplies all the control signals with diamonds.

The “RAM Residues” memory stores the operands and
intermediate values processed by the FU. It has one write
port and two read ports. Each FU handles its own subset of
operands and intermediate values. The same distribution by
subsets applies to the moduli and constants memories.

The width and depth of “ROM Moduli” depends on the type
of moduli. Let m be one of the moduli in bases A or . For
PM moduli, only 2% —m is stored, and the depth grows with
k/£. For GM, both m and —m ™! mod 2% are stored as w-bit
words. This is a small memory. For 507-bit operands, it stores
16 w/2 bits words for PM moduli, and 32 w-bit words for
GM for each FU.

“ROM constants” stores w-bit words for all precomputed
constants handled by the FU. It has two read ports. This
memory is the largest one since its depth is proportional to
k:Q/f. For 507-bit operands, it stores 576 words of 17 bits.

5) Arithmetic Unit (AU): Our AU is inspired from state-of-
the-art fast solutions on FPGA: [10, page 10] with a 6-stage
pipeline for PM moduli, or [11, page 6] with a 5-stage pipeline
for GM. It is mainly a w-bit modular multiply and accumulate
operator with a small number of operating modes.

The AU operations depends on the type of algorithm im-
plemented: OSBE or SotA.

For the OSBE architecture, the AU supports 2 operations:

e acc ¢ |op; - opy + accly,

e acc < [op; - 0p; + 0Pg|m

where acc is the accumulator, the AU operands are
0p;, 0Py, op;. The AU outputs acc.

For the SotA architecture, the AU supports 4 operations:

e acc < |op; - 0py + ops + acc|y,

e acc < |op; - 0py + ops|m

e acc ¢ |op; - opy + accly,

e acc < |op; - 0py|m

6) Cox Unit for the State-of-the-Art Architecture: A Cox
unit is required for the SotA architecture. It computes the ¢;
variable from KBE algorithm in Figure 1. The Cox unit uses
three 1-bit input signals to compute a 1-bit output signal.

B. Experimental Environment and Validation

All our architectures have been written in SystemVerilog
and implemented using Vivado 2025.2 for an Artix-7 FPGA
(xc7a200ttbg676-2).

We simulated all of them using Icarus Verilog and com-
pared their results with the values obtained in Python in
Section III-F. For these comparisons, the same special cases
as in Section III-F were used, as well as numerous random
operands.

C. Implementations Results and Comparisons

Table II reports the implementations results for 507 bits
operands with 4 FUs. As stated in section III-E, this size is
the largest for which enough pseudo-Mersenne (PM) moduli
have been found for w = 17 bits, a typical width for FPGA
implementations to exploit DSP slices. Computation times
are similar between OSBE and SotA. SotA solutions are
introduced at the beginning of Section IV. Areas are equal
for DSP slices and BRAMs. OSBE requires up to 20% less
LUTs.

One can notice that architectures with generic moduli are
faster and smaller than the ones for pseudo-Mersenne moduli.
This behavior was already observed in [11]. When the moduli
width w naturally fits a hardwired DSP slice, GM with a
generic reduction is more efficient than specific reduction for
PM (this may not be the case for wider w).

Table III reports the results obtained for GM for all operand
sizes and SotA and OSBE architectures and the 3 variants
with 4, 8, and 16 FUs. While OSBE allows architectures for
all parameters sets, this is not the case for SotA. As seen in
Section III-E, SotA architectures are only possible for 507 and
1024-bit operands in the case of the 4-FU variant. In the case
of the 8-FU variant, only 1024-bit operands are possible for
SotA. No SotA architecture is possible for the 16-FU variant.

For compared architectures, the computation time is almost
the same between OSBE and SotA. Even if OSBE requires
a few additional cycles, this does not lead to slower ar-
chitectures since our frequency is higher. For instance, the
OSBE architecture for 8-FU and 1 024 bits adds 16 additional
cycles to the 1056 cycles of SotA. However, our frequency
is 2% higher due to a simpler overall architecture without
Cox unit and an AU with less supported operations and fewer
internal operands. Finally, both architectures have the same
computation time. For other comparable parameters, we obtain
slightly faster architectures.

OSBE and SotA require the same number of DSP slices
and BRAMs. For LUTs and FFs, OSBE is always smaller
than SotA, with up to 22% reduction in the best case.

In terms of scalability, doubling f nearly halves the com-
putation time while less than doubling the surface area. For
instance with 2 048-bit operands, going from f =4 to £ = 8
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Fig. 5. Architecture of a functional unit (FU) for our OSBE algorithm without the Cox unit in blue over a yellow background, and for the SotA solution
with the Cox unit. The instruction form the code unit is not represented, but it is locally decoded as the control signals with diamonds.

TABLE I
FPGA IMPLEMENTATION RESULTS FOR 507 BITS OPERANDS AND A 4-FU ARCHITECTURE. THE CELLS CONTAIN THE RESULTS ON THE LEFT AND THE
RELATIVE DIFFERENCE BETWEEN OSBE AND SOTA ON THE RIGHT. A GREEN BACKGROUND INDICATES A GAIN WHILE A RED ONE A PENALTY.

Moduli | Archi. Cycles Cycles Freq. Time LUT FF BRAM | DSP
type /MM total MHz s
GM | SotA [[544 741 204 2.7 826 638 6 12
OSBE || 552 +14% | 749 +1.1% | 208  +1.9% | 2.7 692  -194% | 553 -154% 6 12
oy | SotA [[544 741 167 33 1651 1009 6 16
OSBE || 552 +1.4% | 749 +1.1% | 204 +18.1% | 2.7 -222% || 1574 -49% | 1088 +7.3% 6 16
reduces the computation time by 45%’and going from £ = 8 140 - SotA 4FU (2 archi.)
to £ = 16 does so by 48%. When £ is doubled, DSP slices _ —+— OSBE 4FU (4 archi.)
are exactly doubled, LUTs and FFs are increased by a factor E 120 T g soia sFU (1 archi.)
of 1.93 and 1.98 respectlvely in the worst case. T.he number g 100 4 —— OSBE 8FU (3 archi.)
of BRAMs does not increase with £ but does so with operand -3 | —— OSBE 16FU (2 archi.)
size. 5 80

Figure 6 reports the computation times for all operand sizes, § 60 SotA only :
architectures and variants from Table III. Each individual line g 40 possible up to
corresponds to a specific variant of an architecture with the S 50 - 1118 bits| | ‘M
size of operands increasing along the x-axis.

It highlights the limits of SotA in regard to operand sizes 01 T T T T
as shown in Section III-E. For comparable architectures, the 0 1000 2000 3000 4000
difference in computation times between OSBE and SotA is Operand size [bits]
negligible. Fig. 6. Computation time vs sizes for 4, 8 and 16 UFs architectures.

Each individual line shows a quadrupling of the computation
time for every doubling of the operand size. This is a result
of the quadratic nature of all RNS BE algorithms.

Comparing different lines at the same x-coordinates shows
a twofold decrease of the computation time for every doubling
of f. This is because the computation time is proportional to
1/f.

Overall, our OSBE shows similar performances and a
slightly better cost for comparable architectures. For large
operand sizes, only OSBE can be implemented.

V. CONCLUSION

We proposed a new RNS base extension algorithm named
operand scaling base extension. OSBE uses the CRT and
an operand scaling method. It can be used for all BEs in
an RNS modular multiplication. It only requires pairwise
coprime moduli. OSBE supports much larger integers than
comparable architectures from the state of the art. OSBE and
KBE were implemented on FPGA for various operand sizes
and numbers of functional units. When comparisons are pos-



FPGA IMPLEMENTATION RESULTS FOR ARCHITECTURES WITH UNCONSTRAINED MODULI. ALL OPERAND SIZES ARE POSSIBLE FOR OSBE WHILE SOTA

TABLE III

IS LIMITED TO SMALLER ONES.

FU | Size | Archi. Cycles Cycles Freq. Time LUT FF BRAM | DSP
bits /MM total MHz s

507 SotA 544 741 204 2.7 826 638 6 12
OSBE || 552 +14% | 749 +1.1%|208 +19% | 2.7 692  -19.4% | 553 -154% 6 12
4 | 1004 SotA || 2112 2501 204 10.4 736 625 12 12
OSBE || 2120 +04% | 2509 +03% | 208 +1.9% | 10.2 -2.0% || 599 -229% | 614 -1.8% 12 12
2048 | OSBE || 7820 8569 208 37.6 616 587 43 12
4096 | OSBE || 30020 31489 208 144.3 611 797 118 12
1024 SotA || 1056 1441 200 53 1283 1096 14 24
3 OSBE || 1072 +1.5% | 1457 +1.1% | 204 +2.0% | 5.3 1114 -152% | 1003 -93% 14 24
2048 | OSBE || 4176 4945 204 20.5 1181 1155 32 24
4096 | OSBE || 15516 17005 204 76.1 1178 1279 112 24
16 2048 | OSBE || 2112 2873 208 10.2 2229 2101 35 48
4096 | OSBE || 8288 9817 208 39.8 2270 2535 104 48

sible, OSBE leads to a similar speed as KBE with a small
area reduction for LUT and FF resources. OSBE is the most
flexible BE algorithm among fast solutions in FPGA.
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