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Motivation



Why correction probabilities matter

Modular multiplication in cryptography
Focus of this talk

The final conditional subtraction
in Montgomery multiplication:

e RSA: modular exponentiation.

e Lattice-based cryptography: polynomial
arithmetic.

e Efficient reduction avoids costly divisions. A>m = A+« A—m.

Common reduction methods

e Barrett reduction [Bar87]. E"e” ;]/\;henl imEIementec.j ‘i
. ranchlessly, the event itself is
* Montgomery reduction [Mon85]. input-dependent and can affect

e Plantard-style arithmetic [Pla21; AMOT22; timing, micro-architectural

HZZ+22]. behavior, or lazy-reduction
strategies.
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Previous analyses and the gap

Known direction

Prior work relates Montgomery correction events to timing attacks against RSA and
analyzes probabilities mainly when the modulus m is close to the Montgomery radix
R [Sch00; SSTO04].

e Earlier estimates: about 1/3 for squaring and 1/4 for general multiplication when
m~ R [WTO01; SST04].
e Sato—Schepers—Takagi give an exact analysis in the near-radix regime [SSTO04].

e The small-modulus regime m < R, common in word-size arithmetic and CRT
sub-moduli, is much less understood.

How does the correction probability depend on the arithmetic structure of m?
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Montgomery correction condition



Montgomery multiplication

Montgomery multiplication

Input: integers R = 2", odd m < R, and m’ =

Input: integers z,y With 0<zy<mR
Output: A—:ryR modm, 0 < A<m

1. u < zym’ mod R
2: A< (zy+um)/R
3:

4: return A

if A>mthen A+ A—m

Before the final subtraction,

~ 2y + (zym’ mod R)m

A=
R

—m~ ' mod R

> unsigned low product
> logical right shift
> correction step

LY
< —= +m.
ia m

Thus, under xy < mR, at most one correction is needed.
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A simpler correction condition

Standard condition
Theorem
zy + (zym’ mod R)m > mR. Let R = 2" and let m < R be odd. For
integers x,y > 0, the correction step is
performed if and only if there exists k£ > 0
such that

This is correct, but the modular inverse
m' makes the condition hard to count
directly.

xy = kR (mod m), xy > kR.

Key benefit: the correction event becomes a congruence condition plus an order
condition. This turns the problem into arithmetic counting.
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Overview of contributions

Input model Counting object Main result
Modulus-size model Pairs (x,y) satisfying for each &k  Exact count formula; especially
) for m? < R,
(z,y) € [0,m) xy = kR (mod m) P(m) — 2 "
zry > kR Pr|corr] = m—zm—i—
m
Full-size model Divisor sums over residue Exact divisor-sum representation
classes: and a heuristic main term ex-
0<zy <mR plaining probability ~ 1/2 when
Z 7(n) m=~ R.
kR<n<mR

n=kR mod m

Here P(m) = 377", ged(j, m) is the ged-sum function and 7(n) = 37, 1 is the divisor
function. ‘
6/18



Modulus-size input model



Correction sets in the modulus-size model

For 0 < k < m, define

zy = kR mod m,
Sim(k) = { (2,y) € ZZo| oy > kR, ,
T,y <m ’ ’ !
Then .
i S(m)| “
S(m) = | J Sm(k),  Prlcorr] = = .
k=0 Js
The condition zy > kR cuts off a B T T T R I

hyperbolic region; the congruence

. : R =256, m = 37
selects arithmetic patterns. "
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Correction sets in the modulus-size model

For 0 < k < m, define

zy = kR mod m, -
Sm(k) = 4 (,y) € Z2o| 2y > kR, : - e
T,y <m % . .
Then = ,
m—1 ‘ (m)| : e
S(m) = U S (k), Pr[corr] = 3 R R
k=0 ' ;
The condition zy > kR cuts off a ’

hyperbolic region; the congruence
selects arithmetic patterns. R = 256, m = 39
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Exact count of S, (k)

Counting theorem
If Kk < m?/R, then

Sal= > 3 (-1 |FEER ),

d|ged(k,m) kR/m<xz<m
ged(z,m)=d

where yo(x, k) is the unique solution modulo m/d of
(x/d)y = (k/d)R (mod m/d).
If & > m?/R, then |S,,(k)| = 0.

Counting idea. Fix = and set d = ged(xz,m). The congruence zy = kR (mod m) is
solvable exactly when d | k, and its solutions form y = yo + j(m/d).
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Small-modulus regime: only £ = 0 remains

Suppose m? < R. Then |S,,(k)| = 0 for all Arithmetic structure appears.
k > 0, so only S,,(0) contributes. e P is multiplicative.
m—1 e For a prime power p%,
S (0)] = d(z,m)—1) = P(m)—2m-+1.
‘ m( )‘ — (gC (l‘ m) ) (m) m P(pa) _ ((Z-i— 1)pa . apafl.
Therefore, e For any prime p, fo(p) = 0.

Exact probability for m? < R

P(m)—2m+1

fo(m) = Pr[corr] = 2
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Numerical behavior of fy(m)
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e Odd moduli
3 < m < 256.

e Zero-valued points
are prime moduli.

e The largest
observed value is at
m = 15.

Empirical conjecture

For any odd m > 3,

fo(m) < fo(15).
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Theoretical support for the conjecture

Prime powers

For m = p® with p > 3,

fo(@*) < fo(®*) < fo(3%) = 84—1 ~ 0.0494.

Products of two distinct primes

For m = pg with 3 < p < ¢,

fo(pa) = W < fo(3-5) = % ~ 0.0711.

These cases are consistent with the observed maximum at m = 15.
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Full-size arithmetic counting model



Full-size model and exact divisor sums

Define the finite hyperbolic region Define
Fn ={(z,y) € 7%, | 2y < mR}. _ 9 | zy = kR (mod m),
. Tnk) = @) € Z>0| kR < 2y < mR
Since the number of pairs with zy = n is
T(n), Then
Ful = 2, 7o) Tulil= 3 i),
n<mR kR<n<mR
n=kR mod m

The correction probability is |T'(m)|/|Fy,|, where T'(m) = UZL;OI m (k).
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Denominator: Dirichlet’s divisor-sum estimate

Dirichlet’s estimate

For X > 1,
Z 7(n) = Xlog X 4+ (2y — 1)X + O(VX),

n<X

where ~y is Euler's constant.
Applying this with X = mR gives

|Fm| = mRlog(mR) + (27 — 1)mR.

Thus the main remaining task is to approximate the numerator |7'(m)|.
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Numerator: averaging residue-class divisor sums

For each k, put g = ged(k,m), k = gh, and m = gq. Then

Tn(k) = Y 7(gN).

hR<N<qgR
N=hR mod q
Primitive residue-class average
Define |
Dy(X;iq)=—= > 7(gN).
ela) =
ged(N,q)=1

Replace individual primitive residue classes by this average.

Using an elementary decomposition of T(gN) = >_; ,cq(y,n) #(d)T(g9/d)T(N/d),

A
Dy(X:;q) = 24X 1log X + O, ,(X),
g( q) 2(q) g g,1( )

2
d)T d
) S i) 1 )d(g/ )

ocd(d,q)=1 14 /18

where A, , = (“"Elq)



Main approximation in the full-size model

Summing over all k& and using the identity

Z qu,/q.,q =m,

qlm

the main term is
1
|T(m)| = i(m + Ap1)Rlog R+ RL(m) + E(m, R).

With the heuristic approximation

L(m) ~ %mlog m,
we obtain
Heuristic numerator

1
|T(m)| = =(m+ Ay 1)Rlog R + §mR log m.

N | —

Since A,,.1/m — 0, the extra term becomes negligible for large m.
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Why the probability is close to 1/2

Combining the numerator and denominator approximations,

T (m)| _ s(m+ Ay 1)Rlog R+ smRlogm
|F,] ©— mRlog(mR) + (2y — 1)mR

Equivalently,

T (m)| _ llog(mR) + (Ap,1/m)log R
Fol ~ 2 log(mR)+(27—1)

When m is close to R and both are large, the correction probability is expected to be
close to 1/2 in this full-size arithmetic counting model.
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Numerical result in the full-size model

e Exact value

- (T(m) || Fon] for
087 odd 3 S m < R.
1 e Here R = 4096.
0.6 L

e The large-m region
is consistent with
the approximation
(T (m)|/|Fin] = 1/2.
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Conclusion




Conclusion and future work

Conclusion

e We reformulated Montgomery correction events using congruence and order
constraints.

e We obtained exact formulas in the modulus-size setting, including a closed
expression for m? < R.

e We derived an exact divisor-sum representation and a main-term approximation in
the full-size setting.
Future work
e Prove or refine the conjectured maximum of fy(m) at m = 15.
e Derive a full asymptotic expansion in the modulus-size model for general m.

e Obtain uniform error terms for the full-size main-term approximation.
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