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Introduction

Context and motivation

e Shor’s algorithm = broken public key cryptography
e NIST(US institute for standardisation) call for quantum resistant schemes

e Isogeny based crypto: exponentiation is a costly operation performed in some
quantum attacks (Kuperberg for CSIDH)
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Introduction

Context and motivation

e Shor’s algorithm = broken public key cryptography
e NIST(US institute for standardisation) call for quantum resistant schemes

e Isogeny based crypto: exponentiation is a costly operation performed in some
quantum attacks (Kuperberg for CSIDH)

= Goal: improve the exponentiation to improve the quantum cryptanalysis/update
security parameters for CSIDH
Problem

Let (G, x) be a finite group and N a fized integer, from |z) we want to compute |z)
“efficiently” on a quantum computer.
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The circuit model of computation
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Introduction

How can we describe the complexity of a quantum circuit?

Metrics to measure the complexity of a circuit:
e the size: the total number of gates (time)
e the width: the number of qubits of the circuit (memory)

e the depth: the number of gates on the longest path (latency/ parallelisation)
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Outline of talk

@ Algorithms from classical computing
@ Square and Multiply
@ Windowed version

© Fibonacci exponentiation
@ In place multiplication gate
e Fibonacci exponentiation

© Hybrid algorithm

@ Analysis and comparison
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Algorithms from classical computing }
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Algorithms from cl

AN sholbintelall Square and Multiply

Square and Multiply

We suppose we have access to the out of place operations:
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S

) 0) 22)
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7/29



Algorithms from cl

AN sholbintelall Square and Multiply

Square and Multiply

We suppose we have access to the out of place operations:

10—

) 2) 12)
S

) 0) 22)

—zy)

= Each time we use a S or M gate we add one register

7/29



Algorithms from class

[e3esteliintil il Square and Multiply

Square and Multiply

We suppose we have access to the out of place operations:

) 2) 12)
S

) 0) 22)

—zy)

= Each time we use a S or M gate we add one register

= for a random n bit integer N, around 3n/2 registers/gates to compute |z?)
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A circuit to compute |21%)

13 = (1101)3 so we build the following circuit:
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Algorithms from classical computing [EAWAEeIAFEYs IS FSiTeset

Windowed variants

Variant of Square and Multiply: time-space tradeoff — reduce the number of
multiplications (density of the decomposition) by using a precomputation table T' (takes

space).

Algorithm 1 Window variants of SM

1:

A U R i 4

Input: T = {z',i € T'} a table of precomputed exponents

of x and a T—decomposition of N = (n,_1,...,n0)T
: Output: The element zVV € G.
y <1
fori=(r—1)---0do
Y —y? x g™ {// skip mult. if n, = 0}
end for
return y
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Algorithms from classical computing [EAWAEeIAFEYs IS FSiTeset

Windowed variants

Variant of Square and Multiply: time-space tradeoff — reduce the number of
multiplications (density of the decomposition) by using a precomputation table T' (takes
space).

Algorithm 1 Window variants of SM

1: Input: T = {z%,i € T} a table of precomputed exponents

of x and a T—decomposition of N = (n,_1,...,n0)T
2: Output: The element zVV € G.
3y+1
4:fori=(r—1)---0do
50 yeyixam {// skip mult. if n, = 0}
6: end for
7: return y

—> the number of registers/gates is still around O(n)
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Algorithms from classical computing [EAWAEeIAFEYs IS FSiTeset

Question

Can we reduce the number of qubits used to compute |zV)?
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Algorithms from cla Aol etoliintel-all VWindowed version

Can we reduce the number of qubits used to compute |zV)?

Question J

Yes! = build a quantum exponentiation circuit using O(1) registers.
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Fibonacci exponentiation

Fibonacci exponentiation
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Fibonacci exponentiation

In place multiplication gate

In place multiplication gate [Jr17; RV24; Rag24]

As in the previous section, we suppose having access to the out of place S and M gates,

but also the inversion gate
jo)—{1 )

Z) = |z) |27 1) (augmented register).

Notation
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Fibonacci exponentiation

In place multiplication gate

In place multiplication gate [Jr17; RV24; Rag24]

As in the previous section, we suppose having access to the out of place S and M gates,

but also the inversion gate
jo)—{1 )

Notation

Z) = |z) |27 1) (augmented register).

Proposition
We can build an in place multiplication
F 2 [a) [b) |0) = [b) |ab) |0)

usitng at most 4 calls to M.

"a <+ b,b <+ ab”
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Fibonacci exponentiation In place multiplication gate

Fibonacci sequence appears

What happens if we iterate F multiple
— ~ times?

7a < b,b < ab”
a=a"

00— 10 b= ol

=X
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Fibonacci exponentiation In place multiplication gate

Fibonacci sequence appears

What happens if we iterate F multiple

— — times?
22— [—l23)
. . 7a < b,b <+ ab”

a=2"z' 2t 22 23

\ |
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Fibonacci exponentiation In place multiplication gate

Fibonacci sequence appears

What happens if we iterate F multiple

— — times?
[Z3)—  [—l2°)
. . 7a < b,b <+ ab”

a=2"z' 2t 2?23, 20

\ |
0) 0) b= xl,xl,x2,x3,aj5,x8
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Fibonacci exponentiation In place multiplication gate

Fibonacci sequence appears

What happens if we iterate F multiple

— — — times?
25— %)

- 7a + b,b <+ ab”
| F )
x T

a:xo,xl,ml,x2,x3,x5,x8

\ |
0) 0) b= xl,ml,xz,x3,x5,x8,x13
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Fibonacci exponentiation In place multiplication gate

Fibonacci sequence appears

What happens if we iterate F' multiple

times?
|20)— |z 77) "a < b,b+ ab’
|;T>_ F —|ﬁ,+\1> a=2%a2' 2t 2% 23,25 2% ..
b=zt 2t 2?2?20, 28, 13
|0) 0)

Fibonacci sequence fop =0, f1 =1
fiva = fixa+ fifori >0

13/29



Fibonacci exponentiation In place multiplication gate

Fibonacci sequence appears

What happens if we iterate F' multiple

times?
—_ — —_—
| fi) |z i) 7a < b,b <+ ab’
|JH\1>_F_|$/]2:> a:xo,xl,xl,x2,x3,x5,x8...
b=ab zl 22 2 25, 28 213
10) 10)

Fibonacci sequence fo =0, f1 =1
fiva = fix1 + fifor i >0

—> increment the Fibonacci sequence
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[T oY BTG G oYl stchld Nt sl ibonacci exponentiation

How to compute |2V) using the gate F'?

If N is a Fibonacci number, it is clear how to proceed, but if not we rely on the following
theorem:

Theorem (Zeckendorf representation [Zec72])

Let N be a positive integer and (fi)i>o the Fibonacci sequence, then N can be uniquely

written as .
N=> cf
i=2

with ¢; € {0,1} and ¢iy1¢; = 0. We write by N = (ck, ..., c2)z this representation.

— greedy algorithm to get the decomposition
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Fibonacci exponentiation Fibonacci exponentiation

An example with the computation of |z7)

7= fs+ f3=(1010)7

C4:0 03:1 CQZO
— | — | o — | o —
|A>:|xﬁ>l |xﬁ>: ixﬁ+h> ‘$ﬁ+ﬁ>l ’xh+ﬁ>
| F [ F L F
|

BE

~ — | s —_ |
|B> = ’J}f2> |ij3> |1;f3+f1> ‘1;f4+f2> |;L'f5+f3>
; e
) = |z1) : )
|
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Fibonacci exponentiation Fibonacci exponentiation

An example with the computation of |z7)

7= f5+ f3=(1010)7

Cq4 = 0 c3 = 1 Cy = 0
— | — | o — | o —
|A) = |ggf1> | |xf2> : ixf2+f0> ‘$f3+f1> | ’;Cf4+f2>
| F [ F L F
|

BE

~ — | s —_ |
|B> = ’J}f2> |ij3> |1;f3+f1> ‘1;f4+f2> |;L'f5+f3>
; e
) = |z1) : )
|
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Fibonacci exponentiation Fibonacci exponentiation

FibExp, with N = (cg,...,c2)z

Ck—1 C2
1) = [)— ; s
R : ! L
B) = 13- , )
| | F
7y - %

|Z) acts as precomputed table
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[T oY BTG G oYl stchld Nt sl ibonacci exponentiation

FibExp, with N = (¢, ..., c2)z

Ck—1 Ck—2 Co
1) = [)— ; -
. | | | LN
|B) = | L | =)
I | | F
7y — - %

|Z) acts as precomputed table

Cost of the Fibonacci exponentiation
@ Size: k — 3+ hy calls to F
e Width: 3 augmented registers and one ancilla register (|0) used for F)

where hz denote the Hamming weight of (cg, ..., c2).

16 /29



Comparison

Comparison SM / FibExp

100 tests,512 bits

] e Square and Multiply
* Windowed exponentiation
2500+ .
e Fibonacci
2000+
-3
#1500+
e
;'
E
1000+
a—
-
500
0
0 100 200 300 400 500 600 700 800

registers
Figure: Cost to perform exponentiation for (random) N of 512-bits (finite field)
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Hybrid algorithm

Hybrid algorithm
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Hybrid algorithm

Building block: SMF, circuit

Notation
A = [24) and F:|A)|B) — |A+ B)|B) J

A u X B+ &)
] A+ B2° 4 a2°
+ 21§j§c—1 612J>
, 0)
o0
<
@ |0)
<
>
3
E ~
g 7 0)

Figure: SMF, circuit. The extra inputs of the red F-gates are taken from a precomputed table 7.
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Hybrid algorithm

The general idea

Our general circuit GenCirc 4, 5 4 proceeds as follows:

© Compute a table T" of all small multiples up to w in augmented representation, and
initialize our working registers |A) and |B) to the neutral group element.

@ Apply n times the SMF, circuit.
@ Apply a SM sequence of length d to |§>, with a time-space trade-off.

Performance of the circuit
e If ¢ is low, it performs like the Fibonacci (window) exponentiation

e If ¢ is high (around loga(NN)), it performs like the Windowed exponentiation
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Hybrid algorithm

Decomposition

The output value ]E) of GenCircc y p g circuit is

n c—1 d
N = 2¢-¢ Z a;2°g; + Z Bijhij | + Z v;2"
i=1 =0

Jj=1

SMF, SM

where

® git2=2°Git1 + gi

o hij=2giy
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Hybrid algorithm

Decomposition

The output value ]E) of GenCircc y p g circuit is

n c—1 d
N = 2¢-¢ Z a;2°g; + Z Bijhij | + Z v;2"
i=1 =0

Jj=1

SMF, SM

where

® giy2 = 2°Giy1 + g
o hij=2g 4

= Greedy algorithm to get the decomposition
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Analysis and comparison

Analysis and comparison
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Finite field

and comparison

10000 A

9000

8000

Operations

7000 +

6000

5000 +

To,

Windowed Fibonacci
windowed g;,h; ; with SM end

Windowed SM

L
™
*oe
000 & 200000enness sen sa & & s0e o

Figure: Tradeoff for an N of 2048 bits, w < 50, with explicit inverses and F' costs 35.

75

T
100
Registers

T
125

T
150

T
175

T
200
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and comparison

EC, F =28

7000 + = Windowed Fibonacci
. windowed g;,h; ; with SM end
.
. *  Windowed SM
6500 4
[%]
5
£ 6000 4
z
7]
[=1
o
5500 4
" S
5000 - ‘e cemeiie mey
il TER TS, P
T T T T T
0 50 100 150 200

Registers

Figure: Tradeoff for an N of 2048 bits, w < 50, with a free inverse and F' = 285.
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EC, F=S

. = Windowed Fibonacci
3400 +  Windowed SM
4 .
: s Tradeoff SM, w=31
3200 1 L
[%]
§ 3000 4
=
z
7}
[=1
S 2800 A
L]
2600 4
.
.
"
2400 +
T T T T T
0 500 1000 1500 2000
Registers

Figure: Tradeoff for an N of 2048 bits, w < 50, with a free inverse and comparable costs for S and
F. 25 /29



Analysis and comparison

Key takeways

Previously:
e If restricted memory: FibExp
o If intermediate memory: FibExp
o If unrestricted memory: Window variants of SM

This work: Modular circuit that leverages all the available memory: interpolating
smoothly between FibExp and variants of SM.
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alysis and comparison

Key takeways

Previously:
e If restricted memory: FibExp
o If intermediate memory: FibExp
o If unrestricted memory: Window variants of SM

This work: Modular circuit that leverages all the available memory: interpolating
smoothly between FibExp and variants of SM.

Future works?

e Spooky pebbling games (allow measurements during the computation)
e Exponent and value in superposition?

e Apply this work to the cryptanalysis of isogeny-based schemes (Qarton)

Thank you for your attention!
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Analysis and comparison

Time-space tradeoff

@ compute Uy,...,Ux

@ uncompute Ux_4,..., U
T o
| — T
:S() Sy So
- I~

elementary step

Figure: Non-asymptotic variant of Bennett’s time-space tradeoffs. The elementary step,
represented in blue, consumes one register and is repeated until the memory is filled.
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Asymptotic costs

‘ Algorithm ‘ # registers ‘ # gates ‘
SM 1.5n R nS + 0.5nM
SM-wNAF (L +O0(gg))n R | nS+O(a )M
SM-Bennett VnR 2nS + o(n)M
Fibonacci 3R+1R 1.73nF
Ours (no window) | (¢c+3)R+1R | 2nS+ %(1 + %)F

(window) kR 2nS + %F

Figure: Summary of asymptotic costs for an exponentiation by a number N of n bits. The “hat”
notation corresponds to augmented registers, or operations that deal with them. In the case where
inversions are non-free, they are typically doubled compared to non-hat version.
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alysis and comparison

Greedy algorithm to optimize the ”cost per bit gained”

Ignoring insertions, we have 4 main cases:
e Square-multiply, costs 1 S/bit,
e Level-1 tradeoff, \/n-memory square-multiply, costs 2 S/bit,
e Fibonacci, costs log,(2) >~ 1.44 F'/bit,
o Our generalization, costs 1 F'/bit and 2 S /bit.

Thus, if F' costs roughly the same as S, Fibonacci is optimal, except compared with a
memory-inefficient square-multiply with &'(n) registers. In this case the only way to
meaningfully reduce the time complexity is to add windowing.
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